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1858 — installation of cable from Newfoundland and Ireland
completed.

1971 — USSR uses underwater cables to communicate
between naval bases.

This ‘New’ Internet
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Cyber crime is any crime where computers or
technology is involved. Often featuring:

Cyber Crime

Criminals intercepting an email chain

Criminals pretending to be legitimate
businesses selling things

Criminals pretending to be your bank
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Hackers
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+ Protect your device and sensitive

e data with a password =
bank N o
e : » Computer il

x‘ ~$g > Tablet
. » Laptop
» Mobile \\/
ISP: Internet Service Provider
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Interception

Brute Force

123456’ as “Your Date of ‘Password’ as
your Password  Birth’ as your your Password
Password
Use the same  Added a Shared your
password on number to the password with
multiple end of an old someone
accounts Password.
[ | p5od D<[ftes p5od D<[ftes
[ FARM [ FARM
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How are Passwords Cracked?[sId] service Common Passwords s 4 <crvice
Searching password 666666
B Stealing 123456 123123
f_ sunshine monkey
= % qwerty charlie
princess |@#$%"&amp;*
) o admin aa123456
Social Engineering welcome donald
Key Logging abc123 querty123
football password1
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Complex Passwords
Gl@asg3
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Passwords - Safer Methods
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Think Three Random Words
» embark jewel neuron
» Game of thrones
» my fluffy dog
» du5ky mysterious c@det

Think Random!
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Passwords Safety

e Strong unique passphrase for
every account

e Use a security tool to help you
store and create passwords
securely. - Password Manager
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2FA = Two Factor Authentication

e m Enter Code
aseass —_— — @
1oGIN

Increasing Security

Theuser entersin
their username and
password.

Anauthentication
codeis sent to the

user's mobile device.

The user enters in their
authentication code tolog
into the application.
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Next steps

» 3 word passphrase
» Use a password manager
- Turn on 2FA

https://lwww.ncsc.qov.uk/

https://www.getsafeonline.org/

https://lwww.cyberaware.gov.uk/
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Phishing is a type of
fraud where criminals
use fake emails or
website  to  obtain
personal information
and/or to get people to
pay money.
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+ Sign-in / log-in details for a website
— Email account
—Bank
—PayPal
— Other websites

Phishing for what?

* Transmit malware
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» The ‘bait’ is a seemingly legitimate email
asking you to provide some information.

Byoaee
Most fishing involves setting

many lines in the hope that
at least some fish ‘bite’.
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Income Tax rates and Personal Allowances

Phishing Bait

Dear TaxPayer
Unusual You are sligible to receive a refund of up to 425.58 GBP.

In order to de 5o, you are reguired to submit an official claim application using the
information you have registorod with us

Claim your tax

Note:

If you will not eomplete the rafund form now , you will Ret be able to elaim your annual tax
rofund onlina

HMRC Customer - Secured E-mail -

Best Regards, Luke Sullivan.

Why you got this email

You registered for a refund Govemmont Gatewsy.

From HMRC Govemment Gateway
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"
Arran Amazing Farmers

A friend has recommended you join Arran Amazing Farmers 10 recerve @ 25% descount on wabe: s
Clck on Lo b0 ol bk

Click here to update your detaits and recemve your voucher on www aranamaringtas
Kind regards

Jm
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Detecting Phishing ﬁ e
* Look for things which are a bit odd

— Incorrect email addresses

—Grammar and spelling

—Inconsistencies

—Unlikely scenarios
* |s there a sense of urgency?
* Do they fail to address you personally?
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Fi accounts@mccaskiesfam ies couk>
Date: Mon, Sep A U0
Subject: from McCaskie's

o< >

Dear Valued Customer,

Please find actached your Invoice

This is an automavically generated email.

Please DO NOT reply to this address as it is not monitored.

If you do wish to comtact che sender, please use the contact details provided in the
attachment.

This e-mail is strictly confidential and intended solely for the person or
organisation to whom it 15 addressed. If you are not the incended recipient, you

not CopY AT Or use it for am pose, nor disclose other
rson. Pleass notify u. e-mail or by e F umber.

McCaskie Farm Supplies.
McCaskie Ltd trading as McCaskie Farm Supplies is & company registersed in

Regist ingkerse Industrial

Estete,

d Number SC032224.Registered Office:

Scottish Government
Riaghaltas na h-Alba
gov.scot

3o
SAC

From: <TPS_NFSCo@nfsco.co.uk>

Date: Sun, Sep 1, 2019 at 5:05 AM +0100
Subject: Documents from NFSCo - 210798
To: < >

Atctached are documents from NFSCo CIC,

Flease contaft, )the helpiipe on 01335 32001% o email supportdn
any queries &z—éuesmcni_./

.uk if you have

Regards,
NFSCo CIC Administration

Please Visit Wi
be Informed Policy.

o
nfsco.co.uk for our latest Terms and copditicns, Privacy and Right te
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- Forwarded message -—-——

From: "Angela Bateman" <angela bateman @tarffvallev co uk>
Date: Wed, Aug 7, 2019 at 7:10 PM +0100

Subject: Account
To:" *

We need to update your details in our system.  If you do not do this by 30 days we will remove you from
our system,

To update your details click here www tarffvallev-details cop and enter your bank detail where requested,
Regards,
Tarff Valley Ltd,

IMPORTANT NOTIC mail messageds intended to be received only by persons entitled to receive
the confidentjal-nform Frayconfai thail messages to clients of Tarff Valley Ltd may contain
confidential(and legally privileged. Pkas ot read, copy, forward, or store this message unless you are

at of g Gve received this message in emor, please forward it to the sender and
delete it completely from your computer system.
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Preventing Phishing E R

* Always be suspicious

« Don’t multi-task

* Never enter your information
in response to an email request

 Ifin doubt — verify by phone

» Don’t use links in email to access systems e.g. banking
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« If you visit a website (https) with a green
‘secure website’ bar and padlock, click on the
padlock.

+ It should show the name of the organisation.

e e —

W BARCLAYS

Updated cookies policy - you'll see this mess
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Malicious software - includes viruses, trojans, worms or any

Malware

code or content that could have an adverse impact on an

organisation or individuals. (NCSC)
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* Viruses

— Programs which can self replicate and are designed
to infect legitimate software programs or systems.

+ Trojan
— A Trojan horse or Trojan is a type of malware that is
often disguised as, or in, legitimate software. Trojans
can be employed by cyber-thieves and hackers trying
to gain access to users' systems.
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* Ransomware

— Atype of malware, designed to deny access to a
computer system or data until a ransom is paid.
Ransomware typically spreads through phishing
emails or by unknowingly visiting an infected website.
Ransomware can be devastating to an individual or
an organisation.
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— ldentify important data, files and documents and back
them up reqularly

Avoiding Malware

» Backup Data

— Ensure the backup device is not permanently
connected to the network

— Consider using the cloud
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+ Install anti-virus software from legitimate
sources

» Update programmes and apps — use
automatic update if possible

» What version of Windows do you have?
+ Switch on the Firewall

Avoiding Malware

Internal Private Network

- Internet

< Alowed Traffic
=
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Using Public Wifi

» Beware of open wifi!

+ Alternatives — 4G wireless hotspot from
phone
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» Keep your devices safe

— Enable password or other recognition systems

— Configure your device so it can be remotely tracked /
locked / wiped if lost or stolen

— Keep software and apps up-to-date
» use automatic update

— When sending sensitive data don’t use a public
network

— Replace devices that are no longer supported by the
manufacturer
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* Use passwords

— Use encryption products on PCs and laptops

— Enable PIN / Password / Fingerprint recognition
— Avoid predictable password / PIN

— Change default password / PIN

— Consider using a password manager

— If available - use Two Factor Authentication (2FA) for
sensitive information
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Be aware of Malware

* Malware can be introduced in a number of ways

» Use anti-virus software and keep it up-to-date

« Where possible use automatic update on apps,
operating systems and programmes

* Be suspicious of emails from unexpected sources —
authenticate before opening any attachments or links

[ - FARM
H H ADVISORY
First Aid DI [Pty

Do you know who you would contact?
At the bank?
Computer specialist?

If your computer is compromised then knowing
what to do, in the right order, is important. This
is a specialist job. Make sure you know who
you will phone/where you will take it!
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+ Disconnect from the internet immediately.
Pull out plug from router too.

» Contact the bank.

+ Tell your friends and colleagues to beware of
suspicious messages.

+ Contact a computer specialist.
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1858 — installation of cable from Newfoundland and Ireland
completed.

1971 — USSR uses underwater cables to communicate
between naval bases.

This ‘New’ Internet
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Cyber crime is any crime where computers or
technology is involved. Often featuring:

Cyber Crime

Criminals intercepting an email chain

Criminals pretending to be legitimate
businesses selling things

Criminals pretending to be your bank
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Hackers
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+ Protect your device and sensitive

e data with a password =
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e : » Computer il
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» Mobile \\/
ISP: Internet Service Provider
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Interception

Brute Force

123456’ as “Your Date of ‘Password’ as
your Password  Birth’ as your your Password
Password
Use the same  Added a Shared your
password on number to the password with
multiple end of an old someone
accounts Password.
[ | p5od D<[ftes p5od D<[ftes
[ FARM [ FARM
ADVISORY ADVISORY
How are Passwords Cracked?[sId] service Common Passwords s 4 <crvice
Searching password 666666
B Stealing 123456 123123
f_ sunshine monkey
= % qwerty charlie
princess |@#$%"&amp;*
) o admin aa123456
Social Engineering welcome donald
Key Logging abc123 querty123
football password1
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Complex Passwords
Gl@asg3
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Passwords - Safer Methods
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Think Three Random Words
» embark jewel neuron
» Game of thrones
» my fluffy dog
» du5ky mysterious c@det

Think Random!

Scottish Government

> N
i e =;

Riaghaltas na h-Alba
jov.scot

™ FARM
ADVISORY
B SERVICE

Passwords Safety

e Strong unique passphrase for
every account

e Use a security tool to help you
store and create passwords
securely. - Password Manager
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2FA = Two Factor Authentication

e m Enter Code
aseass —_— — @
1oGIN

Increasing Security

Theuser entersin
their username and
password.

Anauthentication
codeis sent to the

user's mobile device.

The user enters in their
authentication code tolog
into the application.
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Next steps

» 3 word passphrase
» Use a password manager
- Turn on 2FA

https://lwww.ncsc.qov.uk/

https://www.getsafeonline.org/

https://lwww.cyberaware.gov.uk/
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Phishing is a type of
fraud where criminals
use fake emails or
website  to  obtain
personal information
and/or to get people to
pay money.
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+ Sign-in / log-in details for a website
— Email account
—Bank
—PayPal
— Other websites

Phishing for what?

* Transmit malware

Scottish Government
Riaghaltas na h-Alba
gov.scot

3 N
< shc (>

Phishing

™ FARM
ADVISORY
B SERVICE

» The ‘bait’ is a seemingly legitimate email
asking you to provide some information.

Byoaee
Most fishing involves setting

many lines in the hope that
at least some fish ‘bite’.
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Income Tax rates and Personal Allowances

Phishing Bait

Dear TaxPayer
Unusual You are sligible to receive a refund of up to 425.58 GBP.

In order to de 5o, you are reguired to submit an official claim application using the
information you have registorod with us

Claim your tax

Note:

If you will not eomplete the rafund form now , you will Ret be able to elaim your annual tax
rofund onlina

HMRC Customer - Secured E-mail -

Best Regards, Luke Sullivan.

Why you got this email

You registered for a refund Govemmont Gatewsy.

From HMRC Govemment Gateway
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"
Arran Amazing Farmers

A friend has recommended you join Arran Amazing Farmers 10 recerve @ 25% descount on wabe: s
Clck on Lo b0 ol bk

Click here to update your detaits and recemve your voucher on www aranamaringtas
Kind regards

Jm

Scottish Government
Riaghaltas na h-Alba
gov

84 N
- sac | < [t

FARM

Detecting Phishing ﬁ e
* Look for things which are a bit odd

— Incorrect email addresses

—Grammar and spelling

—Inconsistencies

—Unlikely scenarios
* |s there a sense of urgency?
* Do they fail to address you personally?
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Fi accounts@mccaskiesfam ies couk>
Date: Mon, Sep A U0
Subject: from McCaskie's

o< >

Dear Valued Customer,

Please find actached your Invoice

This is an automavically generated email.

Please DO NOT reply to this address as it is not monitored.

If you do wish to comtact che sender, please use the contact details provided in the
attachment.

This e-mail is strictly confidential and intended solely for the person or
organisation to whom it 15 addressed. If you are not the incended recipient, you

not CopY AT Or use it for am pose, nor disclose other
rson. Pleass notify u. e-mail or by e F umber.

McCaskie Farm Supplies.
McCaskie Ltd trading as McCaskie Farm Supplies is & company registersed in

Regist ingkerse Industrial

Estete,

d Number SC032224.Registered Office:
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From: <TPS_NFSCo@nfsco.co.uk>

Date: Sun, Sep 1, 2019 at 5:05 AM +0100
Subject: Documents from NFSCo - 210798
To: < >

Atctached are documents from NFSCo CIC,

Flease contaft, )the helpiipe on 01335 32001% o email supportdn
any queries &z—éuesmcni_./

.uk if you have

Regards,
NFSCo CIC Administration

Please Visit Wi
be Informed Policy.

o
nfsco.co.uk for our latest Terms and copditicns, Privacy and Right te
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- Forwarded message -—-——

From: "Angela Bateman" <angela bateman @tarffvallev co uk>
Date: Wed, Aug 7, 2019 at 7:10 PM +0100

Subject: Account
To:" *

We need to update your details in our system.  If you do not do this by 30 days we will remove you from
our system,

To update your details click here www tarffvallev-details cop and enter your bank detail where requested,
Regards,
Tarff Valley Ltd,

IMPORTANT NOTIC mail messageds intended to be received only by persons entitled to receive
the confidentjal-nform Frayconfai thail messages to clients of Tarff Valley Ltd may contain
confidential(and legally privileged. Pkas ot read, copy, forward, or store this message unless you are

at of g Gve received this message in emor, please forward it to the sender and
delete it completely from your computer system.

FARM
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Preventing Phishing E R

* Always be suspicious

« Don’t multi-task

* Never enter your information
in response to an email request

 Ifin doubt — verify by phone

» Don’t use links in email to access systems e.g. banking
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Secure Website »Jtd service o]t service

« If you visit a website (https) with a green
‘secure website’ bar and padlock, click on the
padlock.

+ It should show the name of the organisation.

e e —
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Updated cookies policy - you'll see this mess
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Malicious software - includes viruses, trojans, worms or any

Malware

code or content that could have an adverse impact on an

organisation or individuals. (NCSC)
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* Viruses

— Programs which can self replicate and are designed
to infect legitimate software programs or systems.

+ Trojan
— A Trojan horse or Trojan is a type of malware that is
often disguised as, or in, legitimate software. Trojans
can be employed by cyber-thieves and hackers trying
to gain access to users' systems.
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Types of Malware E SEMCE
* Ransomware

— Atype of malware, designed to deny access to a
computer system or data until a ransom is paid.
Ransomware typically spreads through phishing
emails or by unknowingly visiting an infected website.
Ransomware can be devastating to an individual or
an organisation.
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— ldentify important data, files and documents and back
them up reqularly

Avoiding Malware

» Backup Data

— Ensure the backup device is not permanently
connected to the network

— Consider using the cloud
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+ Install anti-virus software from legitimate
sources

» Update programmes and apps — use
automatic update if possible

» What version of Windows do you have?
+ Switch on the Firewall

Avoiding Malware

Internal Private Network

- Internet

< Alowed Traffic
=
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Using Public Wifi

» Beware of open wifi!

+ Alternatives — 4G wireless hotspot from
phone

-
}

1§

Scottish Government
Riaghaltas na h-Alba

gov.scot




25/10/2019

Summary

[ - FARM
ADVISORY
» SERVICE
» Keep your devices safe

— Enable password or other recognition systems

— Configure your device so it can be remotely tracked /
locked / wiped if lost or stolen

— Keep software and apps up-to-date
» use automatic update

— When sending sensitive data don’t use a public
network

— Replace devices that are no longer supported by the
manufacturer
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* Use passwords

— Use encryption products on PCs and laptops

— Enable PIN / Password / Fingerprint recognition
— Avoid predictable password / PIN

— Change default password / PIN

— Consider using a password manager

— If available - use Two Factor Authentication (2FA) for
sensitive information
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Be aware of Malware

* Malware can be introduced in a number of ways

» Use anti-virus software and keep it up-to-date

« Where possible use automatic update on apps,
operating systems and programmes

* Be suspicious of emails from unexpected sources —
authenticate before opening any attachments or links

[ - FARM
H H ADVISORY
First Aid DI [Pty

Do you know who you would contact?
At the bank?
Computer specialist?

If your computer is compromised then knowing
what to do, in the right order, is important. This
is a specialist job. Make sure you know who
you will phone/where you will take it!
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First Aid B SERVICE B SERVICE

+ Disconnect from the internet immediately.
Pull out plug from router too.

» Contact the bank.

+ Tell your friends and colleagues to beware of
suspicious messages.

+ Contact a computer specialist.
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What & where is the risk?
Protecting yourself: passwords
Phishing
Malware
Fraud
First Aid
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1858 — installation of cable from Newfoundland and Ireland
completed.

1971 — USSR uses underwater cables to communicate
between naval bases.

This ‘New’ Internet
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Cyber crime is any crime where computers or
technology is involved. Often featuring:

Cyber Crime

Criminals intercepting an email chain

Criminals pretending to be legitimate
businesses selling things

Criminals pretending to be your bank
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Hackers
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Where does the greatest =459 Apvisory Passwords =4y Apvisory
weakness lie? =dldl service 2 1td service

+ Protect your device and sensitive

e data with a password =
bank N o
e : » Computer il

x‘ ~$g > Tablet
. » Laptop
» Mobile \\/
ISP: Internet Service Provider
[ ] = Dt [ ] = Dt
™ FARM ™ FARM
. ADVISORY f) ADVISORY
Password Bingo I service How are Passwords Cracked?[>Yd ccrvice

Interception

Brute Force

123456’ as “Your Date of ‘Password’ as
your Password  Birth’ as your your Password
Password
Use the same  Added a Shared your
password on number to the password with
multiple end of an old someone
accounts Password.
[ | p5od D<[ftes p5od D<[ftes
[ FARM [ FARM
ADVISORY ADVISORY
How are Passwords Cracked?[sId] service Common Passwords s 4 <crvice
Searching password 666666
B Stealing 123456 123123
f_ sunshine monkey
= % qwerty charlie
princess |@#$%"&amp;*
) o admin aa123456
Social Engineering welcome donald
Key Logging abc123 querty123
football password1
< Pl <= Ez = Dl
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Complex Passwords
Gl@asg3
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Passwords - Safer Methods
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Think Three Random Words
» embark jewel neuron
» Game of thrones
» my fluffy dog
» du5ky mysterious c@det

Think Random!
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Passwords Safety

e Strong unique passphrase for
every account

e Use a security tool to help you
store and create passwords
securely. - Password Manager
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2FA = Two Factor Authentication

e m Enter Code
aseass —_— — @
1oGIN

Increasing Security

Theuser entersin
their username and
password.

Anauthentication
codeis sent to the

user's mobile device.

The user enters in their
authentication code tolog
into the application.
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Next steps

» 3 word passphrase
» Use a password manager
- Turn on 2FA

https://lwww.ncsc.qov.uk/

https://www.getsafeonline.org/

https://lwww.cyberaware.gov.uk/
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Phishing is a type of
fraud where criminals
use fake emails or
website  to  obtain
personal information
and/or to get people to
pay money.
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+ Sign-in / log-in details for a website
— Email account
—Bank
—PayPal
— Other websites

Phishing for what?

* Transmit malware
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» The ‘bait’ is a seemingly legitimate email
asking you to provide some information.

Byoaee
Most fishing involves setting

many lines in the hope that
at least some fish ‘bite’.
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Income Tax rates and Personal Allowances

Phishing Bait

Dear TaxPayer
Unusual You are sligible to receive a refund of up to 425.58 GBP.

In order to de 5o, you are reguired to submit an official claim application using the
information you have registorod with us

Claim your tax

Note:

If you will not eomplete the rafund form now , you will Ret be able to elaim your annual tax
rofund onlina

HMRC Customer - Secured E-mail -

Best Regards, Luke Sullivan.

Why you got this email

You registered for a refund Govemmont Gatewsy.

From HMRC Govemment Gateway
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"
Arran Amazing Farmers

A friend has recommended you join Arran Amazing Farmers 10 recerve @ 25% descount on wabe: s
Clck on Lo b0 ol bk

Click here to update your detaits and recemve your voucher on www aranamaringtas
Kind regards

Jm
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Detecting Phishing ﬁ e
* Look for things which are a bit odd

— Incorrect email addresses

—Grammar and spelling

—Inconsistencies

—Unlikely scenarios
* |s there a sense of urgency?
* Do they fail to address you personally?
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Fi accounts@mccaskiesfam ies couk>
Date: Mon, Sep A U0
Subject: from McCaskie's

o< >

Dear Valued Customer,

Please find actached your Invoice

This is an automavically generated email.

Please DO NOT reply to this address as it is not monitored.

If you do wish to comtact che sender, please use the contact details provided in the
attachment.

This e-mail is strictly confidential and intended solely for the person or
organisation to whom it 15 addressed. If you are not the incended recipient, you

not CopY AT Or use it for am pose, nor disclose other
rson. Pleass notify u. e-mail or by e F umber.

McCaskie Farm Supplies.
McCaskie Ltd trading as McCaskie Farm Supplies is & company registersed in

Regist ingkerse Industrial

Estete,

d Number SC032224.Registered Office:
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From: <TPS_NFSCo@nfsco.co.uk>

Date: Sun, Sep 1, 2019 at 5:05 AM +0100
Subject: Documents from NFSCo - 210798
To: < >

Atctached are documents from NFSCo CIC,

Flease contaft, )the helpiipe on 01335 32001% o email supportdn
any queries &z—éuesmcni_./

.uk if you have

Regards,
NFSCo CIC Administration

Please Visit Wi
be Informed Policy.

o
nfsco.co.uk for our latest Terms and copditicns, Privacy and Right te
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- Forwarded message -—-——

From: "Angela Bateman" <angela bateman @tarffvallev co uk>
Date: Wed, Aug 7, 2019 at 7:10 PM +0100

Subject: Account
To:" *

We need to update your details in our system.  If you do not do this by 30 days we will remove you from
our system,

To update your details click here www tarffvallev-details cop and enter your bank detail where requested,
Regards,
Tarff Valley Ltd,

IMPORTANT NOTIC mail messageds intended to be received only by persons entitled to receive
the confidentjal-nform Frayconfai thail messages to clients of Tarff Valley Ltd may contain
confidential(and legally privileged. Pkas ot read, copy, forward, or store this message unless you are

at of g Gve received this message in emor, please forward it to the sender and
delete it completely from your computer system.

FARM
b~
Preventing Phishing E R

* Always be suspicious

« Don’t multi-task

* Never enter your information
in response to an email request

 Ifin doubt — verify by phone

» Don’t use links in email to access systems e.g. banking
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Secure Website »Jtd service o]t service

« If you visit a website (https) with a green
‘secure website’ bar and padlock, click on the
padlock.

+ It should show the name of the organisation.

e e —

W BARCLAYS

Updated cookies policy - you'll see this mess
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Malicious software - includes viruses, trojans, worms or any

Malware

code or content that could have an adverse impact on an

organisation or individuals. (NCSC)
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* Viruses

— Programs which can self replicate and are designed
to infect legitimate software programs or systems.

+ Trojan
— A Trojan horse or Trojan is a type of malware that is
often disguised as, or in, legitimate software. Trojans
can be employed by cyber-thieves and hackers trying
to gain access to users' systems.
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Types of Malware E SEMCE
* Ransomware

— Atype of malware, designed to deny access to a
computer system or data until a ransom is paid.
Ransomware typically spreads through phishing
emails or by unknowingly visiting an infected website.
Ransomware can be devastating to an individual or
an organisation.
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— ldentify important data, files and documents and back
them up reqularly

Avoiding Malware

» Backup Data

— Ensure the backup device is not permanently
connected to the network

— Consider using the cloud
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+ Install anti-virus software from legitimate
sources

» Update programmes and apps — use
automatic update if possible

» What version of Windows do you have?
+ Switch on the Firewall

Avoiding Malware

Internal Private Network

- Internet

< Alowed Traffic
=
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Using Public Wifi

» Beware of open wifi!

+ Alternatives — 4G wireless hotspot from
phone

-
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» Keep your devices safe

— Enable password or other recognition systems

— Configure your device so it can be remotely tracked /
locked / wiped if lost or stolen

— Keep software and apps up-to-date
» use automatic update

— When sending sensitive data don’t use a public
network

— Replace devices that are no longer supported by the
manufacturer
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* Use passwords

— Use encryption products on PCs and laptops

— Enable PIN / Password / Fingerprint recognition
— Avoid predictable password / PIN

— Change default password / PIN

— Consider using a password manager

— If available - use Two Factor Authentication (2FA) for
sensitive information
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Be aware of Malware

* Malware can be introduced in a number of ways

» Use anti-virus software and keep it up-to-date

« Where possible use automatic update on apps,
operating systems and programmes

* Be suspicious of emails from unexpected sources —
authenticate before opening any attachments or links

[ - FARM
H H ADVISORY
First Aid DI [Pty

Do you know who you would contact?
At the bank?
Computer specialist?

If your computer is compromised then knowing
what to do, in the right order, is important. This
is a specialist job. Make sure you know who
you will phone/where you will take it!
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+ Disconnect from the internet immediately.
Pull out plug from router too.

» Contact the bank.

+ Tell your friends and colleagues to beware of
suspicious messages.

+ Contact a computer specialist.
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British Cattle
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Agenda ] e
What & where is the risk?
Protecting yourself: passwords
Phishing
Malware
Fraud
First Aid
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1858 — installation of cable from Newfoundland and Ireland
completed.

1971 — USSR uses underwater cables to communicate
between naval bases.

This ‘New’ Internet
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Cyber crime is any crime where computers or
technology is involved. Often featuring:

Cyber Crime

Criminals intercepting an email chain

Criminals pretending to be legitimate
businesses selling things

Criminals pretending to be your bank
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Hackers
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Where does the greatest =459 Apvisory Passwords =4y Apvisory
weakness lie? =dldl service 2 1td service

+ Protect your device and sensitive

e data with a password =
bank N o
e : » Computer il

x‘ ~$g > Tablet
. » Laptop
» Mobile \\/
ISP: Internet Service Provider
[ ] = Dt [ ] = Dt
™ FARM ™ FARM
. ADVISORY f) ADVISORY
Password Bingo I service How are Passwords Cracked?[>Yd ccrvice

Interception

Brute Force

123456’ as “Your Date of ‘Password’ as
your Password  Birth’ as your your Password
Password
Use the same  Added a Shared your
password on number to the password with
multiple end of an old someone
accounts Password.
[ | p5od D<[ftes p5od D<[ftes
[ FARM [ FARM
ADVISORY ADVISORY
How are Passwords Cracked?[sId] service Common Passwords s 4 <crvice
Searching password 666666
B Stealing 123456 123123
f_ sunshine monkey
= % qwerty charlie
princess |@#$%"&amp;*
) o admin aa123456
Social Engineering welcome donald
Key Logging abc123 querty123
football password1
< Pl <= Ez = Dl
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Complex Passwords
Gl@asg3
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Passwords - Safer Methods

™ FARM
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Think Three Random Words
» embark jewel neuron
» Game of thrones
» my fluffy dog
» du5ky mysterious c@det

Think Random!
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Passwords Safety

e Strong unique passphrase for
every account

e Use a security tool to help you
store and create passwords
securely. - Password Manager
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2FA = Two Factor Authentication

e m Enter Code
aseass —_— — @
1oGIN

Increasing Security

Theuser entersin
their username and
password.

Anauthentication
codeis sent to the

user's mobile device.

The user enters in their
authentication code tolog
into the application.
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Next steps

» 3 word passphrase
» Use a password manager
- Turn on 2FA

https://lwww.ncsc.qov.uk/

https://www.getsafeonline.org/

https://lwww.cyberaware.gov.uk/
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Phishing is a type of
fraud where criminals
use fake emails or
website  to  obtain
personal information
and/or to get people to
pay money.
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+ Sign-in / log-in details for a website
— Email account
—Bank
—PayPal
— Other websites

Phishing for what?

* Transmit malware

Scottish Government
Riaghaltas na h-Alba
gov.scot

3 N
< shc (>

Phishing
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» The ‘bait’ is a seemingly legitimate email
asking you to provide some information.

Byoaee
Most fishing involves setting

many lines in the hope that
at least some fish ‘bite’.
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Income Tax rates and Personal Allowances

Phishing Bait

Dear TaxPayer
Unusual You are sligible to receive a refund of up to 425.58 GBP.

In order to de 5o, you are reguired to submit an official claim application using the
information you have registorod with us

Claim your tax

Note:

If you will not eomplete the rafund form now , you will Ret be able to elaim your annual tax
rofund onlina

HMRC Customer - Secured E-mail -

Best Regards, Luke Sullivan.

Why you got this email

You registered for a refund Govemmont Gatewsy.

From HMRC Govemment Gateway
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"
Arran Amazing Farmers

A friend has recommended you join Arran Amazing Farmers 10 recerve @ 25% descount on wabe: s
Clck on Lo b0 ol bk

Click here to update your detaits and recemve your voucher on www aranamaringtas
Kind regards

Jm
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Detecting Phishing ﬁ e
* Look for things which are a bit odd

— Incorrect email addresses

—Grammar and spelling

—Inconsistencies

—Unlikely scenarios
* |s there a sense of urgency?
* Do they fail to address you personally?
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Fi accounts@mccaskiesfam ies couk>
Date: Mon, Sep A U0
Subject: from McCaskie's

o< >

Dear Valued Customer,

Please find actached your Invoice

This is an automavically generated email.

Please DO NOT reply to this address as it is not monitored.

If you do wish to comtact che sender, please use the contact details provided in the
attachment.

This e-mail is strictly confidential and intended solely for the person or
organisation to whom it 15 addressed. If you are not the incended recipient, you

not CopY AT Or use it for am pose, nor disclose other
rson. Pleass notify u. e-mail or by e F umber.

McCaskie Farm Supplies.
McCaskie Ltd trading as McCaskie Farm Supplies is & company registersed in

Regist ingkerse Industrial

Estete,

d Number SC032224.Registered Office:
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From: <TPS_NFSCo@nfsco.co.uk>

Date: Sun, Sep 1, 2019 at 5:05 AM +0100
Subject: Documents from NFSCo - 210798
To: < >

Atctached are documents from NFSCo CIC,

Flease contaft, )the helpiipe on 01335 32001% o email supportdn
any queries &z—éuesmcni_./

.uk if you have

Regards,
NFSCo CIC Administration

Please Visit Wi
be Informed Policy.

o
nfsco.co.uk for our latest Terms and copditicns, Privacy and Right te
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- Forwarded message -—-——

From: "Angela Bateman" <angela bateman @tarffvallev co uk>
Date: Wed, Aug 7, 2019 at 7:10 PM +0100

Subject: Account
To:" *

We need to update your details in our system.  If you do not do this by 30 days we will remove you from
our system,

To update your details click here www tarffvallev-details cop and enter your bank detail where requested,
Regards,
Tarff Valley Ltd,

IMPORTANT NOTIC mail messageds intended to be received only by persons entitled to receive
the confidentjal-nform Frayconfai thail messages to clients of Tarff Valley Ltd may contain
confidential(and legally privileged. Pkas ot read, copy, forward, or store this message unless you are

at of g Gve received this message in emor, please forward it to the sender and
delete it completely from your computer system.

FARM
b~
Preventing Phishing E R

* Always be suspicious

« Don’t multi-task

* Never enter your information
in response to an email request

 Ifin doubt — verify by phone

» Don’t use links in email to access systems e.g. banking
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Secure Website »Jtd service o]t service

« If you visit a website (https) with a green
‘secure website’ bar and padlock, click on the
padlock.

+ It should show the name of the organisation.

e e —

W BARCLAYS

Updated cookies policy - you'll see this mess
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Malicious software - includes viruses, trojans, worms or any

Malware

code or content that could have an adverse impact on an

organisation or individuals. (NCSC)
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Types of Malware
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* Viruses

— Programs which can self replicate and are designed
to infect legitimate software programs or systems.

+ Trojan
— A Trojan horse or Trojan is a type of malware that is
often disguised as, or in, legitimate software. Trojans
can be employed by cyber-thieves and hackers trying
to gain access to users' systems.
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Types of Malware E SEMCE
* Ransomware

— Atype of malware, designed to deny access to a
computer system or data until a ransom is paid.
Ransomware typically spreads through phishing
emails or by unknowingly visiting an infected website.
Ransomware can be devastating to an individual or
an organisation.
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— ldentify important data, files and documents and back
them up reqularly

Avoiding Malware

» Backup Data

— Ensure the backup device is not permanently
connected to the network

— Consider using the cloud
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+ Install anti-virus software from legitimate
sources

» Update programmes and apps — use
automatic update if possible

» What version of Windows do you have?
+ Switch on the Firewall

Avoiding Malware

Internal Private Network

- Internet

< Alowed Traffic
=

Scottish Government
Riaghaltas na h-Alba

gov.scol

™ FARM
ADVISORY
» SERVICE

Using Public Wifi

» Beware of open wifi!

+ Alternatives — 4G wireless hotspot from
phone
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» Keep your devices safe

— Enable password or other recognition systems

— Configure your device so it can be remotely tracked /
locked / wiped if lost or stolen

— Keep software and apps up-to-date
» use automatic update

— When sending sensitive data don’t use a public
network

— Replace devices that are no longer supported by the
manufacturer
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* Use passwords

— Use encryption products on PCs and laptops

— Enable PIN / Password / Fingerprint recognition
— Avoid predictable password / PIN

— Change default password / PIN

— Consider using a password manager

— If available - use Two Factor Authentication (2FA) for
sensitive information
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Be aware of Malware

* Malware can be introduced in a number of ways

» Use anti-virus software and keep it up-to-date

« Where possible use automatic update on apps,
operating systems and programmes

* Be suspicious of emails from unexpected sources —
authenticate before opening any attachments or links

[ - FARM
H H ADVISORY
First Aid DI [Pty

Do you know who you would contact?
At the bank?
Computer specialist?

If your computer is compromised then knowing
what to do, in the right order, is important. This
is a specialist job. Make sure you know who
you will phone/where you will take it!
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+ Disconnect from the internet immediately.
Pull out plug from router too.

» Contact the bank.

+ Tell your friends and colleagues to beware of
suspicious messages.

+ Contact a computer specialist.
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What & where is the risk?
Protecting yourself: passwords
Phishing
Malware
Fraud
First Aid
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1858 — installation of cable from Newfoundland and Ireland
completed.

1971 — USSR uses underwater cables to communicate
between naval bases.

This ‘New’ Internet
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Cyber crime is any crime where computers or
technology is involved. Often featuring:

Cyber Crime

Criminals intercepting an email chain

Criminals pretending to be legitimate
businesses selling things

Criminals pretending to be your bank
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Hackers
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Where does the greatest =459 Apvisory Passwords =4y Apvisory
weakness lie? =dldl service 2 1td service

+ Protect your device and sensitive

e data with a password =
bank N o
e : » Computer il

x‘ ~$g > Tablet
. » Laptop
» Mobile \\/
ISP: Internet Service Provider
[ ] = Dt [ ] = Dt
™ FARM ™ FARM
. ADVISORY f) ADVISORY
Password Bingo I service How are Passwords Cracked?[>Yd ccrvice

Interception

Brute Force

123456’ as “Your Date of ‘Password’ as
your Password  Birth’ as your your Password
Password
Use the same  Added a Shared your
password on number to the password with
multiple end of an old someone
accounts Password.
[ | p5od D<[ftes p5od D<[ftes
[ FARM [ FARM
ADVISORY ADVISORY
How are Passwords Cracked?[sId] service Common Passwords s 4 <crvice
Searching password 666666
B Stealing 123456 123123
f_ sunshine monkey
= % qwerty charlie
princess |@#$%"&amp;*
) o admin aa123456
Social Engineering welcome donald
Key Logging abc123 querty123
football password1
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Complex Passwords
Gl@asg3

Scottish Government
Riaghaltas na h-Alba
gov.scot

3 N
< shc (>

Passwords - Safer Methods
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Think Three Random Words
» embark jewel neuron
» Game of thrones
» my fluffy dog
» du5ky mysterious c@det

Think Random!

Scottish Government

> N
i e =;

Riaghaltas na h-Alba
jov.scot

™ FARM
ADVISORY
B SERVICE

Passwords Safety

e Strong unique passphrase for
every account

e Use a security tool to help you
store and create passwords
securely. - Password Manager
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2FA = Two Factor Authentication

e m Enter Code
aseass —_— — @
1oGIN

Increasing Security

Theuser entersin
their username and
password.

Anauthentication
codeis sent to the

user's mobile device.

The user enters in their
authentication code tolog
into the application.
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Next steps

» 3 word passphrase
» Use a password manager
- Turn on 2FA

https://lwww.ncsc.qov.uk/

https://www.getsafeonline.org/

https://lwww.cyberaware.gov.uk/
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Phishing

™ FARM
ADVISORY
» SERVICE

Phishing is a type of
fraud where criminals
use fake emails or
website  to  obtain
personal information
and/or to get people to
pay money.
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+ Sign-in / log-in details for a website
— Email account
—Bank
—PayPal
— Other websites

Phishing for what?

* Transmit malware
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Phishing
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» The ‘bait’ is a seemingly legitimate email
asking you to provide some information.

Byoaee
Most fishing involves setting

many lines in the hope that
at least some fish ‘bite’.
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Income Tax rates and Personal Allowances

Phishing Bait

Dear TaxPayer
Unusual You are sligible to receive a refund of up to 425.58 GBP.

In order to de 5o, you are reguired to submit an official claim application using the
information you have registorod with us

Claim your tax

Note:

If you will not eomplete the rafund form now , you will Ret be able to elaim your annual tax
rofund onlina

HMRC Customer - Secured E-mail -

Best Regards, Luke Sullivan.

Why you got this email

You registered for a refund Govemmont Gatewsy.

From HMRC Govemment Gateway
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"
Arran Amazing Farmers

A friend has recommended you join Arran Amazing Farmers 10 recerve @ 25% descount on wabe: s
Clck on Lo b0 ol bk

Click here to update your detaits and recemve your voucher on www aranamaringtas
Kind regards

Jm
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Detecting Phishing ﬁ e
* Look for things which are a bit odd

— Incorrect email addresses

—Grammar and spelling

—Inconsistencies

—Unlikely scenarios
* |s there a sense of urgency?
* Do they fail to address you personally?
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Fi accounts@mccaskiesfam ies couk>
Date: Mon, Sep A U0
Subject: from McCaskie's

o< >

Dear Valued Customer,

Please find actached your Invoice

This is an automavically generated email.

Please DO NOT reply to this address as it is not monitored.

If you do wish to comtact che sender, please use the contact details provided in the
attachment.

This e-mail is strictly confidential and intended solely for the person or
organisation to whom it 15 addressed. If you are not the incended recipient, you

not CopY AT Or use it for am pose, nor disclose other
rson. Pleass notify u. e-mail or by e F umber.

McCaskie Farm Supplies.
McCaskie Ltd trading as McCaskie Farm Supplies is & company registersed in

Regist ingkerse Industrial

Estete,

d Number SC032224.Registered Office:
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From: <TPS_NFSCo@nfsco.co.uk>

Date: Sun, Sep 1, 2019 at 5:05 AM +0100
Subject: Documents from NFSCo - 210798
To: < >

Atctached are documents from NFSCo CIC,

Flease contaft, )the helpiipe on 01335 32001% o email supportdn
any queries &z—éuesmcni_./

.uk if you have

Regards,
NFSCo CIC Administration

Please Visit Wi
be Informed Policy.

o
nfsco.co.uk for our latest Terms and copditicns, Privacy and Right te
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- Forwarded message -—-——

From: "Angela Bateman" <angela bateman @tarffvallev co uk>
Date: Wed, Aug 7, 2019 at 7:10 PM +0100

Subject: Account
To:" *

We need to update your details in our system.  If you do not do this by 30 days we will remove you from
our system,

To update your details click here www tarffvallev-details cop and enter your bank detail where requested,
Regards,
Tarff Valley Ltd,

IMPORTANT NOTIC mail messageds intended to be received only by persons entitled to receive
the confidentjal-nform Frayconfai thail messages to clients of Tarff Valley Ltd may contain
confidential(and legally privileged. Pkas ot read, copy, forward, or store this message unless you are

at of g Gve received this message in emor, please forward it to the sender and
delete it completely from your computer system.

FARM
b~
Preventing Phishing E R

* Always be suspicious

« Don’t multi-task

* Never enter your information
in response to an email request

 Ifin doubt — verify by phone

» Don’t use links in email to access systems e.g. banking

hoSd g | Scottish Government
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« If you visit a website (https) with a green
‘secure website’ bar and padlock, click on the
padlock.

+ It should show the name of the organisation.

e e —

W BARCLAYS

Updated cookies policy - you'll see this mess
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Malicious software - includes viruses, trojans, worms or any

Malware

code or content that could have an adverse impact on an

organisation or individuals. (NCSC)
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* Viruses

— Programs which can self replicate and are designed
to infect legitimate software programs or systems.

+ Trojan
— A Trojan horse or Trojan is a type of malware that is
often disguised as, or in, legitimate software. Trojans
can be employed by cyber-thieves and hackers trying
to gain access to users' systems.
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Types of Malware E SEMCE
* Ransomware

— Atype of malware, designed to deny access to a
computer system or data until a ransom is paid.
Ransomware typically spreads through phishing
emails or by unknowingly visiting an infected website.
Ransomware can be devastating to an individual or
an organisation.
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— ldentify important data, files and documents and back
them up reqularly

Avoiding Malware

» Backup Data

— Ensure the backup device is not permanently
connected to the network

— Consider using the cloud
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+ Install anti-virus software from legitimate
sources

» Update programmes and apps — use
automatic update if possible

» What version of Windows do you have?
+ Switch on the Firewall

Avoiding Malware

Internal Private Network

- Internet

< Alowed Traffic
=
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Using Public Wifi

» Beware of open wifi!

+ Alternatives — 4G wireless hotspot from
phone

-
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» Keep your devices safe

— Enable password or other recognition systems

— Configure your device so it can be remotely tracked /
locked / wiped if lost or stolen

— Keep software and apps up-to-date
» use automatic update

— When sending sensitive data don’t use a public
network

— Replace devices that are no longer supported by the
manufacturer
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Summary
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* Use passwords

— Use encryption products on PCs and laptops

— Enable PIN / Password / Fingerprint recognition
— Avoid predictable password / PIN

— Change default password / PIN

— Consider using a password manager

— If available - use Two Factor Authentication (2FA) for
sensitive information
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Be aware of Malware

* Malware can be introduced in a number of ways

» Use anti-virus software and keep it up-to-date

« Where possible use automatic update on apps,
operating systems and programmes

* Be suspicious of emails from unexpected sources —
authenticate before opening any attachments or links

[ - FARM
H H ADVISORY
First Aid DI [Pty

Do you know who you would contact?
At the bank?
Computer specialist?

If your computer is compromised then knowing
what to do, in the right order, is important. This
is a specialist job. Make sure you know who
you will phone/where you will take it!
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+ Disconnect from the internet immediately.
Pull out plug from router too.

» Contact the bank.

+ Tell your friends and colleagues to beware of
suspicious messages.

+ Contact a computer specialist.

-3
SAC

THANK YOU




25/10/2019

Farming in the Online Age: % o Ry
Staying Safe 2 td service

Scottish Government
Riaghaltas na h-Alba
gov.scot

<3 N
sAc [ >
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British Cattle

Movement Service

WSO KTRAGERBILITY
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Agenda ] e
What & where is the risk?
Protecting yourself: passwords
Phishing
Malware
Fraud
First Aid
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1858 — installation of cable from Newfoundland and Ireland
completed.

1971 — USSR uses underwater cables to communicate
between naval bases.

This ‘New’ Internet
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Cyber crime is any crime where computers or
technology is involved. Often featuring:

Cyber Crime

Criminals intercepting an email chain

Criminals pretending to be legitimate
businesses selling things

Criminals pretending to be your bank
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Hackers
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Where does the greatest =459 Apvisory Passwords =4y Apvisory
weakness lie? =dldl service 2 1td service

+ Protect your device and sensitive

e data with a password =
bank N o
e : » Computer il

x‘ ~$g > Tablet
. » Laptop
» Mobile \\/
ISP: Internet Service Provider
[ ] = Dt [ ] = Dt
™ FARM ™ FARM
. ADVISORY f) ADVISORY
Password Bingo I service How are Passwords Cracked?[>Yd ccrvice

Interception

Brute Force

123456’ as “Your Date of ‘Password’ as
your Password  Birth’ as your your Password
Password
Use the same  Added a Shared your
password on number to the password with
multiple end of an old someone
accounts Password.
[ | p5od D<[ftes p5od D<[ftes
[ FARM [ FARM
ADVISORY ADVISORY
How are Passwords Cracked?[sId] service Common Passwords s 4 <crvice
Searching password 666666
B Stealing 123456 123123
f_ sunshine monkey
= % qwerty charlie
princess |@#$%"&amp;*
) o admin aa123456
Social Engineering welcome donald
Key Logging abc123 querty123
football password1
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Complex Passwords
Gl@asg3
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Passwords - Safer Methods
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Think Three Random Words
» embark jewel neuron
» Game of thrones
» my fluffy dog
» du5ky mysterious c@det

Think Random!
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Passwords Safety

e Strong unique passphrase for
every account

e Use a security tool to help you
store and create passwords
securely. - Password Manager
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2FA = Two Factor Authentication

e m Enter Code
aseass —_— — @
1oGIN

Increasing Security

Theuser entersin
their username and
password.

Anauthentication
codeis sent to the

user's mobile device.

The user enters in their
authentication code tolog
into the application.
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Next steps

» 3 word passphrase
» Use a password manager
- Turn on 2FA

https://lwww.ncsc.qov.uk/

https://www.getsafeonline.org/

https://lwww.cyberaware.gov.uk/
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Phishing is a type of
fraud where criminals
use fake emails or
website  to  obtain
personal information
and/or to get people to
pay money.
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+ Sign-in / log-in details for a website
— Email account
—Bank
—PayPal
— Other websites

Phishing for what?

* Transmit malware
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Phishing
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» The ‘bait’ is a seemingly legitimate email
asking you to provide some information.

Byoaee
Most fishing involves setting

many lines in the hope that
at least some fish ‘bite’.
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Income Tax rates and Personal Allowances

Phishing Bait

Dear TaxPayer
Unusual You are sligible to receive a refund of up to 425.58 GBP.

In order to de 5o, you are reguired to submit an official claim application using the
information you have registorod with us

Claim your tax

Note:

If you will not eomplete the rafund form now , you will Ret be able to elaim your annual tax
rofund onlina

HMRC Customer - Secured E-mail -

Best Regards, Luke Sullivan.

Why you got this email

You registered for a refund Govemmont Gatewsy.

From HMRC Govemment Gateway
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"
Arran Amazing Farmers

A friend has recommended you join Arran Amazing Farmers 10 recerve @ 25% descount on wabe: s
Clck on Lo b0 ol bk

Click here to update your detaits and recemve your voucher on www aranamaringtas
Kind regards

Jm
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Detecting Phishing ﬁ e
* Look for things which are a bit odd

— Incorrect email addresses

—Grammar and spelling

—Inconsistencies

—Unlikely scenarios
* |s there a sense of urgency?
* Do they fail to address you personally?
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Fi accounts@mccaskiesfam ies couk>
Date: Mon, Sep A U0
Subject: from McCaskie's

o< >

Dear Valued Customer,

Please find actached your Invoice

This is an automavically generated email.

Please DO NOT reply to this address as it is not monitored.

If you do wish to comtact che sender, please use the contact details provided in the
attachment.

This e-mail is strictly confidential and intended solely for the person or
organisation to whom it 15 addressed. If you are not the incended recipient, you

not CopY AT Or use it for am pose, nor disclose other
rson. Pleass notify u. e-mail or by e F umber.

McCaskie Farm Supplies.
McCaskie Ltd trading as McCaskie Farm Supplies is & company registersed in

Regist ingkerse Industrial

Estete,

d Number SC032224.Registered Office:
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From: <TPS_NFSCo@nfsco.co.uk>

Date: Sun, Sep 1, 2019 at 5:05 AM +0100
Subject: Documents from NFSCo - 210798
To: < >

Atctached are documents from NFSCo CIC,

Flease contaft, )the helpiipe on 01335 32001% o email supportdn
any queries &z—éuesmcni_./

.uk if you have

Regards,
NFSCo CIC Administration

Please Visit Wi
be Informed Policy.

o
nfsco.co.uk for our latest Terms and copditicns, Privacy and Right te
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- Forwarded message -—-——

From: "Angela Bateman" <angela bateman @tarffvallev co uk>
Date: Wed, Aug 7, 2019 at 7:10 PM +0100

Subject: Account
To:" *

We need to update your details in our system.  If you do not do this by 30 days we will remove you from
our system,

To update your details click here www tarffvallev-details cop and enter your bank detail where requested,
Regards,
Tarff Valley Ltd,

IMPORTANT NOTIC mail messageds intended to be received only by persons entitled to receive
the confidentjal-nform Frayconfai thail messages to clients of Tarff Valley Ltd may contain
confidential(and legally privileged. Pkas ot read, copy, forward, or store this message unless you are

at of g Gve received this message in emor, please forward it to the sender and
delete it completely from your computer system.

FARM
b~
Preventing Phishing E R

* Always be suspicious

« Don’t multi-task

* Never enter your information
in response to an email request

 Ifin doubt — verify by phone

» Don’t use links in email to access systems e.g. banking
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Secure Website »Jtd service o]t service

« If you visit a website (https) with a green
‘secure website’ bar and padlock, click on the
padlock.

+ It should show the name of the organisation.

e e —
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Updated cookies policy - you'll see this mess
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Malicious software - includes viruses, trojans, worms or any

Malware

code or content that could have an adverse impact on an

organisation or individuals. (NCSC)
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Types of Malware
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* Viruses

— Programs which can self replicate and are designed
to infect legitimate software programs or systems.

+ Trojan
— A Trojan horse or Trojan is a type of malware that is
often disguised as, or in, legitimate software. Trojans
can be employed by cyber-thieves and hackers trying
to gain access to users' systems.
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Types of Malware E SEMCE
* Ransomware

— Atype of malware, designed to deny access to a
computer system or data until a ransom is paid.
Ransomware typically spreads through phishing
emails or by unknowingly visiting an infected website.
Ransomware can be devastating to an individual or
an organisation.
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— ldentify important data, files and documents and back
them up reqularly

Avoiding Malware

» Backup Data

— Ensure the backup device is not permanently
connected to the network

— Consider using the cloud
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+ Install anti-virus software from legitimate
sources

» Update programmes and apps — use
automatic update if possible

» What version of Windows do you have?
+ Switch on the Firewall

Avoiding Malware

Internal Private Network

- Internet

< Alowed Traffic
=
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Using Public Wifi

» Beware of open wifi!

+ Alternatives — 4G wireless hotspot from
phone
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» Keep your devices safe

— Enable password or other recognition systems

— Configure your device so it can be remotely tracked /
locked / wiped if lost or stolen

— Keep software and apps up-to-date
» use automatic update

— When sending sensitive data don’t use a public
network

— Replace devices that are no longer supported by the
manufacturer
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* Use passwords

— Use encryption products on PCs and laptops

— Enable PIN / Password / Fingerprint recognition
— Avoid predictable password / PIN

— Change default password / PIN

— Consider using a password manager

— If available - use Two Factor Authentication (2FA) for
sensitive information
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Be aware of Malware

* Malware can be introduced in a number of ways

» Use anti-virus software and keep it up-to-date

« Where possible use automatic update on apps,
operating systems and programmes

* Be suspicious of emails from unexpected sources —
authenticate before opening any attachments or links

[ - FARM
H H ADVISORY
First Aid DI [Pty

Do you know who you would contact?
At the bank?
Computer specialist?

If your computer is compromised then knowing
what to do, in the right order, is important. This
is a specialist job. Make sure you know who
you will phone/where you will take it!
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First Aid B SERVICE B SERVICE

+ Disconnect from the internet immediately.
Pull out plug from router too.

» Contact the bank.

+ Tell your friends and colleagues to beware of
suspicious messages.

+ Contact a computer specialist.
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HM Revenue
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British Cattle

Movement Service

WSO KTRAGERBILITY
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What & where is the risk?
Protecting yourself: passwords
Phishing
Malware
Fraud
First Aid
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1858 — installation of cable from Newfoundland and Ireland
completed.

1971 — USSR uses underwater cables to communicate
between naval bases.

This ‘New’ Internet
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Cyber crime is any crime where computers or
technology is involved. Often featuring:

Cyber Crime

Criminals intercepting an email chain

Criminals pretending to be legitimate
businesses selling things

Criminals pretending to be your bank
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Hackers
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Where does the greatest =459 Apvisory Passwords =4y Apvisory
weakness lie? =dldl service 2 1td service

+ Protect your device and sensitive

e data with a password =
bank N o
e : » Computer il

x‘ ~$g > Tablet
. » Laptop
» Mobile \\/
ISP: Internet Service Provider
[ ] = Dt [ ] = Dt
™ FARM ™ FARM
. ADVISORY f) ADVISORY
Password Bingo I service How are Passwords Cracked?[>Yd ccrvice

Interception

Brute Force

123456’ as “Your Date of ‘Password’ as
your Password  Birth’ as your your Password
Password
Use the same  Added a Shared your
password on number to the password with
multiple end of an old someone
accounts Password.
[ | p5od D<[ftes p5od D<[ftes
[ FARM [ FARM
ADVISORY ADVISORY
How are Passwords Cracked?[sId] service Common Passwords s 4 <crvice
Searching password 666666
B Stealing 123456 123123
f_ sunshine monkey
= % qwerty charlie
princess |@#$%"&amp;*
) o admin aa123456
Social Engineering welcome donald
Key Logging abc123 querty123
football password1
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Complex Passwords
Gl@asg3

Scottish Government
Riaghaltas na h-Alba
gov.scot

3 N
< shc (>

Passwords - Safer Methods
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Think Three Random Words
» embark jewel neuron
» Game of thrones
» my fluffy dog
» du5ky mysterious c@det

Think Random!
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Passwords Safety

e Strong unique passphrase for
every account

e Use a security tool to help you
store and create passwords
securely. - Password Manager
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2FA = Two Factor Authentication

e m Enter Code
aseass —_— — @
1oGIN

Increasing Security

Theuser entersin
their username and
password.

Anauthentication
codeis sent to the

user's mobile device.

The user enters in their
authentication code tolog
into the application.
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Next steps

» 3 word passphrase
» Use a password manager
- Turn on 2FA

https://lwww.ncsc.qov.uk/

https://www.getsafeonline.org/

https://lwww.cyberaware.gov.uk/

Scottish Government
Riaghaltas na h-Alba
gov.scot

84 N
< shc (>




25/10/2019

Phishing
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Phishing is a type of
fraud where criminals
use fake emails or
website  to  obtain
personal information
and/or to get people to
pay money.
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+ Sign-in / log-in details for a website
— Email account
—Bank
—PayPal
— Other websites

Phishing for what?

* Transmit malware
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» The ‘bait’ is a seemingly legitimate email
asking you to provide some information.

Byoaee
Most fishing involves setting

many lines in the hope that
at least some fish ‘bite’.
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Income Tax rates and Personal Allowances

Phishing Bait

Dear TaxPayer
Unusual You are sligible to receive a refund of up to 425.58 GBP.

In order to de 5o, you are reguired to submit an official claim application using the
information you have registorod with us

Claim your tax

Note:

If you will not eomplete the rafund form now , you will Ret be able to elaim your annual tax
rofund onlina

HMRC Customer - Secured E-mail -

Best Regards, Luke Sullivan.

Why you got this email

You registered for a refund Govemmont Gatewsy.

From HMRC Govemment Gateway

Scottish Government
Riaghaltas na h-Alba
jov.scot

> N
i e =;

"
Arran Amazing Farmers

A friend has recommended you join Arran Amazing Farmers 10 recerve @ 25% descount on wabe: s
Clck on Lo b0 ol bk

Click here to update your detaits and recemve your voucher on www aranamaringtas
Kind regards

Jm
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Detecting Phishing ﬁ e
* Look for things which are a bit odd

— Incorrect email addresses

—Grammar and spelling

—Inconsistencies

—Unlikely scenarios
* |s there a sense of urgency?
* Do they fail to address you personally?
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Fi accounts@mccaskiesfam ies couk>
Date: Mon, Sep A U0
Subject: from McCaskie's

o< >

Dear Valued Customer,

Please find actached your Invoice

This is an automavically generated email.

Please DO NOT reply to this address as it is not monitored.

If you do wish to comtact che sender, please use the contact details provided in the
attachment.

This e-mail is strictly confidential and intended solely for the person or
organisation to whom it 15 addressed. If you are not the incended recipient, you

not CopY AT Or use it for am pose, nor disclose other
rson. Pleass notify u. e-mail or by e F umber.

McCaskie Farm Supplies.
McCaskie Ltd trading as McCaskie Farm Supplies is & company registersed in

Regist ingkerse Industrial

Estete,

d Number SC032224.Registered Office:
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From: <TPS_NFSCo@nfsco.co.uk>

Date: Sun, Sep 1, 2019 at 5:05 AM +0100
Subject: Documents from NFSCo - 210798
To: < >

Atctached are documents from NFSCo CIC,

Flease contaft, )the helpiipe on 01335 32001% o email supportdn
any queries &z—éuesmcni_./

.uk if you have

Regards,
NFSCo CIC Administration

Please Visit Wi
be Informed Policy.

o
nfsco.co.uk for our latest Terms and copditicns, Privacy and Right te
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Riaghaltas na h-Alba
jov.scot

3o
SAC

- Forwarded message -—-——

From: "Angela Bateman" <angela bateman @tarffvallev co uk>
Date: Wed, Aug 7, 2019 at 7:10 PM +0100

Subject: Account
To:" *

We need to update your details in our system.  If you do not do this by 30 days we will remove you from
our system,

To update your details click here www tarffvallev-details cop and enter your bank detail where requested,
Regards,
Tarff Valley Ltd,

IMPORTANT NOTIC mail messageds intended to be received only by persons entitled to receive
the confidentjal-nform Frayconfai thail messages to clients of Tarff Valley Ltd may contain
confidential(and legally privileged. Pkas ot read, copy, forward, or store this message unless you are

at of g Gve received this message in emor, please forward it to the sender and
delete it completely from your computer system.

FARM
b~
Preventing Phishing E R

* Always be suspicious

« Don’t multi-task

* Never enter your information
in response to an email request

 Ifin doubt — verify by phone

» Don’t use links in email to access systems e.g. banking
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Secure Website »Jtd service o]t service

« If you visit a website (https) with a green
‘secure website’ bar and padlock, click on the
padlock.

+ It should show the name of the organisation.

e e —

W BARCLAYS

Updated cookies policy - you'll see this mess
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Malicious software - includes viruses, trojans, worms or any

Malware

code or content that could have an adverse impact on an

organisation or individuals. (NCSC)
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* Viruses

— Programs which can self replicate and are designed
to infect legitimate software programs or systems.

+ Trojan
— A Trojan horse or Trojan is a type of malware that is
often disguised as, or in, legitimate software. Trojans
can be employed by cyber-thieves and hackers trying
to gain access to users' systems.
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Types of Malware E SEMCE
* Ransomware

— Atype of malware, designed to deny access to a
computer system or data until a ransom is paid.
Ransomware typically spreads through phishing
emails or by unknowingly visiting an infected website.
Ransomware can be devastating to an individual or
an organisation.
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— ldentify important data, files and documents and back
them up reqularly

Avoiding Malware

» Backup Data

— Ensure the backup device is not permanently
connected to the network

— Consider using the cloud
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+ Install anti-virus software from legitimate
sources

» Update programmes and apps — use
automatic update if possible

» What version of Windows do you have?
+ Switch on the Firewall

Avoiding Malware

Internal Private Network

- Internet

< Alowed Traffic
=
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Using Public Wifi

» Beware of open wifi!

+ Alternatives — 4G wireless hotspot from
phone
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Summary
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» Keep your devices safe

— Enable password or other recognition systems

— Configure your device so it can be remotely tracked /
locked / wiped if lost or stolen

— Keep software and apps up-to-date
» use automatic update

— When sending sensitive data don’t use a public
network

— Replace devices that are no longer supported by the
manufacturer
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Summary
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* Use passwords

— Use encryption products on PCs and laptops

— Enable PIN / Password / Fingerprint recognition
— Avoid predictable password / PIN

— Change default password / PIN

— Consider using a password manager

— If available - use Two Factor Authentication (2FA) for
sensitive information
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Be aware of Malware

* Malware can be introduced in a number of ways

» Use anti-virus software and keep it up-to-date

« Where possible use automatic update on apps,
operating systems and programmes

* Be suspicious of emails from unexpected sources —
authenticate before opening any attachments or links

[ - FARM
H H ADVISORY
First Aid DI [Pty

Do you know who you would contact?
At the bank?
Computer specialist?

If your computer is compromised then knowing
what to do, in the right order, is important. This
is a specialist job. Make sure you know who
you will phone/where you will take it!
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+ Disconnect from the internet immediately.
Pull out plug from router too.

» Contact the bank.

+ Tell your friends and colleagues to beware of
suspicious messages.

+ Contact a computer specialist.

-3
SAC

THANK YOU




25/10/2019

Farming in the Online Age: % o Ry
Staying Safe 2 td service

Scottish Government
Riaghaltas na h-Alba
gov.scot

<3 N
sAc [ >

Farming in the Online Age

™ FARM
ADVISORY
» SERVICE

5§ —B .. 0
- Ja—o

B,

HM Revenue
&Customs

British Cattle

Movement Service

WSO KTRAGERBILITY
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Agenda ] e
What & where is the risk?
Protecting yourself: passwords
Phishing
Malware
Fraud
First Aid
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1858 — installation of cable from Newfoundland and Ireland
completed.

1971 — USSR uses underwater cables to communicate
between naval bases.

This ‘New’ Internet
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Cyber crime is any crime where computers or
technology is involved. Often featuring:

Cyber Crime

Criminals intercepting an email chain

Criminals pretending to be legitimate
businesses selling things

Criminals pretending to be your bank
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Hackers
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Where does the greatest =459 Apvisory Passwords =4y Apvisory
weakness lie? =dldl service 2 1td service

+ Protect your device and sensitive

e data with a password =
bank N o
e : » Computer il

x‘ ~$g > Tablet
. » Laptop
» Mobile \\/
ISP: Internet Service Provider
[ ] = Dt [ ] = Dt
™ FARM ™ FARM
. ADVISORY f) ADVISORY
Password Bingo I service How are Passwords Cracked?[>Yd ccrvice

Interception

Brute Force

123456’ as “Your Date of ‘Password’ as
your Password  Birth’ as your your Password
Password
Use the same  Added a Shared your
password on number to the password with
multiple end of an old someone
accounts Password.
[ | p5od D<[ftes p5od D<[ftes
[ FARM [ FARM
ADVISORY ADVISORY
How are Passwords Cracked?[sId] service Common Passwords s 4 <crvice
Searching password 666666
B Stealing 123456 123123
f_ sunshine monkey
= % qwerty charlie
princess |@#$%"&amp;*
) o admin aa123456
Social Engineering welcome donald
Key Logging abc123 querty123
football password1
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Complex Passwords
Gl@asg3
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Passwords - Safer Methods
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Think Three Random Words
» embark jewel neuron
» Game of thrones
» my fluffy dog
» du5ky mysterious c@det

Think Random!
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Passwords Safety

e Strong unique passphrase for
every account

e Use a security tool to help you
store and create passwords
securely. - Password Manager
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2FA = Two Factor Authentication

e m Enter Code
aseass —_— — @
1oGIN

Increasing Security

Theuser entersin
their username and
password.

Anauthentication
codeis sent to the

user's mobile device.

The user enters in their
authentication code tolog
into the application.
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Next steps

» 3 word passphrase
» Use a password manager
- Turn on 2FA

https://lwww.ncsc.qov.uk/

https://www.getsafeonline.org/

https://lwww.cyberaware.gov.uk/
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Phishing is a type of
fraud where criminals
use fake emails or
website  to  obtain
personal information
and/or to get people to
pay money.
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+ Sign-in / log-in details for a website
— Email account
—Bank
—PayPal
— Other websites

Phishing for what?

* Transmit malware
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Phishing
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» The ‘bait’ is a seemingly legitimate email
asking you to provide some information.

Byoaee
Most fishing involves setting

many lines in the hope that
at least some fish ‘bite’.
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Income Tax rates and Personal Allowances

Phishing Bait

Dear TaxPayer
Unusual You are sligible to receive a refund of up to 425.58 GBP.

In order to de 5o, you are reguired to submit an official claim application using the
information you have registorod with us

Claim your tax

Note:

If you will not eomplete the rafund form now , you will Ret be able to elaim your annual tax
rofund onlina

HMRC Customer - Secured E-mail -

Best Regards, Luke Sullivan.

Why you got this email

You registered for a refund Govemmont Gatewsy.

From HMRC Govemment Gateway
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"
Arran Amazing Farmers

A friend has recommended you join Arran Amazing Farmers 10 recerve @ 25% descount on wabe: s
Clck on Lo b0 ol bk

Click here to update your detaits and recemve your voucher on www aranamaringtas
Kind regards

Jm
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Detecting Phishing ﬁ e
* Look for things which are a bit odd

— Incorrect email addresses

—Grammar and spelling

—Inconsistencies

—Unlikely scenarios
* |s there a sense of urgency?
* Do they fail to address you personally?
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Fi accounts@mccaskiesfam ies couk>
Date: Mon, Sep A U0
Subject: from McCaskie's

o< >

Dear Valued Customer,

Please find actached your Invoice

This is an automavically generated email.

Please DO NOT reply to this address as it is not monitored.

If you do wish to comtact che sender, please use the contact details provided in the
attachment.

This e-mail is strictly confidential and intended solely for the person or
organisation to whom it 15 addressed. If you are not the incended recipient, you

not CopY AT Or use it for am pose, nor disclose other
rson. Pleass notify u. e-mail or by e F umber.

McCaskie Farm Supplies.
McCaskie Ltd trading as McCaskie Farm Supplies is & company registersed in

Regist ingkerse Industrial

Estete,

d Number SC032224.Registered Office:
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From: <TPS_NFSCo@nfsco.co.uk>

Date: Sun, Sep 1, 2019 at 5:05 AM +0100
Subject: Documents from NFSCo - 210798
To: < >

Atctached are documents from NFSCo CIC,

Flease contaft, )the helpiipe on 01335 32001% o email supportdn
any queries &z—éuesmcni_./

.uk if you have

Regards,
NFSCo CIC Administration

Please Visit Wi
be Informed Policy.

o
nfsco.co.uk for our latest Terms and copditicns, Privacy and Right te
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- Forwarded message -—-——

From: "Angela Bateman" <angela bateman @tarffvallev co uk>
Date: Wed, Aug 7, 2019 at 7:10 PM +0100

Subject: Account
To:" *

We need to update your details in our system.  If you do not do this by 30 days we will remove you from
our system,

To update your details click here www tarffvallev-details cop and enter your bank detail where requested,
Regards,
Tarff Valley Ltd,

IMPORTANT NOTIC mail messageds intended to be received only by persons entitled to receive
the confidentjal-nform Frayconfai thail messages to clients of Tarff Valley Ltd may contain
confidential(and legally privileged. Pkas ot read, copy, forward, or store this message unless you are

at of g Gve received this message in emor, please forward it to the sender and
delete it completely from your computer system.

FARM
b~
Preventing Phishing E R

* Always be suspicious

« Don’t multi-task

* Never enter your information
in response to an email request

 Ifin doubt — verify by phone

» Don’t use links in email to access systems e.g. banking
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Secure Website »Jtd service o]t service

« If you visit a website (https) with a green
‘secure website’ bar and padlock, click on the
padlock.

+ It should show the name of the organisation.

e e —
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Updated cookies policy - you'll see this mess
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Malicious software - includes viruses, trojans, worms or any

Malware

code or content that could have an adverse impact on an

organisation or individuals. (NCSC)
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Types of Malware
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* Viruses

— Programs which can self replicate and are designed
to infect legitimate software programs or systems.

+ Trojan
— A Trojan horse or Trojan is a type of malware that is
often disguised as, or in, legitimate software. Trojans
can be employed by cyber-thieves and hackers trying
to gain access to users' systems.
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Types of Malware E SEMCE
* Ransomware

— Atype of malware, designed to deny access to a
computer system or data until a ransom is paid.
Ransomware typically spreads through phishing
emails or by unknowingly visiting an infected website.
Ransomware can be devastating to an individual or
an organisation.
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— ldentify important data, files and documents and back
them up reqularly

Avoiding Malware

» Backup Data

— Ensure the backup device is not permanently
connected to the network

— Consider using the cloud
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+ Install anti-virus software from legitimate
sources

» Update programmes and apps — use
automatic update if possible

» What version of Windows do you have?
+ Switch on the Firewall

Avoiding Malware

Internal Private Network

- Internet

< Alowed Traffic
=
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Using Public Wifi

» Beware of open wifi!

+ Alternatives — 4G wireless hotspot from
phone
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» Keep your devices safe

— Enable password or other recognition systems

— Configure your device so it can be remotely tracked /
locked / wiped if lost or stolen

— Keep software and apps up-to-date
» use automatic update

— When sending sensitive data don’t use a public
network

— Replace devices that are no longer supported by the
manufacturer
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* Use passwords

— Use encryption products on PCs and laptops

— Enable PIN / Password / Fingerprint recognition
— Avoid predictable password / PIN

— Change default password / PIN

— Consider using a password manager

— If available - use Two Factor Authentication (2FA) for
sensitive information
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Be aware of Malware

* Malware can be introduced in a number of ways

» Use anti-virus software and keep it up-to-date

« Where possible use automatic update on apps,
operating systems and programmes

* Be suspicious of emails from unexpected sources —
authenticate before opening any attachments or links

[ - FARM
H H ADVISORY
First Aid DI [Pty

Do you know who you would contact?
At the bank?
Computer specialist?

If your computer is compromised then knowing
what to do, in the right order, is important. This
is a specialist job. Make sure you know who
you will phone/where you will take it!
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First Aid B SERVICE B SERVICE

+ Disconnect from the internet immediately.
Pull out plug from router too.

» Contact the bank.

+ Tell your friends and colleagues to beware of
suspicious messages.

+ Contact a computer specialist.
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HM Revenue
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British Cattle

Movement Service

WSO KTRAGERBILITY
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What & where is the risk?
Protecting yourself: passwords
Phishing
Malware
Fraud
First Aid
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1858 — installation of cable from Newfoundland and Ireland
completed.

1971 — USSR uses underwater cables to communicate
between naval bases.

This ‘New’ Internet
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Cyber crime is any crime where computers or
technology is involved. Often featuring:

Cyber Crime

Criminals intercepting an email chain

Criminals pretending to be legitimate
businesses selling things

Criminals pretending to be your bank
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Hackers
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Where does the greatest =459 Apvisory Passwords =4y Apvisory
weakness lie? =dldl service 2 1td service

+ Protect your device and sensitive

e data with a password =
bank N o
e : » Computer il

x‘ ~$g > Tablet
. » Laptop
» Mobile \\/
ISP: Internet Service Provider
[ ] = Dt [ ] = Dt
™ FARM ™ FARM
. ADVISORY f) ADVISORY
Password Bingo I service How are Passwords Cracked?[>Yd ccrvice

Interception

Brute Force

123456’ as “Your Date of ‘Password’ as
your Password  Birth’ as your your Password
Password
Use the same  Added a Shared your
password on number to the password with
multiple end of an old someone
accounts Password.
[ | p5od D<[ftes p5od D<[ftes
[ FARM [ FARM
ADVISORY ADVISORY
How are Passwords Cracked?[sId] service Common Passwords s 4 <crvice
Searching password 666666
B Stealing 123456 123123
f_ sunshine monkey
= % qwerty charlie
princess |@#$%"&amp;*
) o admin aa123456
Social Engineering welcome donald
Key Logging abc123 querty123
football password1
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Complex Passwords
Gl@asg3
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Passwords - Safer Methods
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Think Three Random Words
» embark jewel neuron
» Game of thrones
» my fluffy dog
» du5ky mysterious c@det

Think Random!
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Passwords Safety

e Strong unique passphrase for
every account

e Use a security tool to help you
store and create passwords
securely. - Password Manager
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2FA = Two Factor Authentication

e m Enter Code
aseass —_— — @
1oGIN

Increasing Security

Theuser entersin
their username and
password.

Anauthentication
codeis sent to the

user's mobile device.

The user enters in their
authentication code tolog
into the application.
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Next steps

» 3 word passphrase
» Use a password manager
- Turn on 2FA

https://lwww.ncsc.qov.uk/

https://www.getsafeonline.org/

https://lwww.cyberaware.gov.uk/
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Phishing is a type of
fraud where criminals
use fake emails or
website  to  obtain
personal information
and/or to get people to
pay money.
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+ Sign-in / log-in details for a website
— Email account
—Bank
—PayPal
— Other websites

Phishing for what?

* Transmit malware
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» The ‘bait’ is a seemingly legitimate email
asking you to provide some information.

Byoaee
Most fishing involves setting

many lines in the hope that
at least some fish ‘bite’.
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Income Tax rates and Personal Allowances

Phishing Bait

Dear TaxPayer
Unusual You are sligible to receive a refund of up to 425.58 GBP.

In order to de 5o, you are reguired to submit an official claim application using the
information you have registorod with us

Claim your tax

Note:

If you will not eomplete the rafund form now , you will Ret be able to elaim your annual tax
rofund onlina

HMRC Customer - Secured E-mail -

Best Regards, Luke Sullivan.

Why you got this email

You registered for a refund Govemmont Gatewsy.

From HMRC Govemment Gateway
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"
Arran Amazing Farmers

A friend has recommended you join Arran Amazing Farmers 10 recerve @ 25% descount on wabe: s
Clck on Lo b0 ol bk

Click here to update your detaits and recemve your voucher on www aranamaringtas
Kind regards

Jm
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Detecting Phishing ﬁ e
* Look for things which are a bit odd

— Incorrect email addresses

—Grammar and spelling

—Inconsistencies

—Unlikely scenarios
* |s there a sense of urgency?
* Do they fail to address you personally?
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Fi accounts@mccaskiesfam ies couk>
Date: Mon, Sep A U0
Subject: from McCaskie's

o< >

Dear Valued Customer,

Please find actached your Invoice

This is an automavically generated email.

Please DO NOT reply to this address as it is not monitored.

If you do wish to comtact che sender, please use the contact details provided in the
attachment.

This e-mail is strictly confidential and intended solely for the person or
organisation to whom it 15 addressed. If you are not the incended recipient, you

not CopY AT Or use it for am pose, nor disclose other
rson. Pleass notify u. e-mail or by e F umber.

McCaskie Farm Supplies.
McCaskie Ltd trading as McCaskie Farm Supplies is & company registersed in

Regist ingkerse Industrial

Estete,

d Number SC032224.Registered Office:
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From: <TPS_NFSCo@nfsco.co.uk>

Date: Sun, Sep 1, 2019 at 5:05 AM +0100
Subject: Documents from NFSCo - 210798
To: < >

Atctached are documents from NFSCo CIC,

Flease contaft, )the helpiipe on 01335 32001% o email supportdn
any queries &z—éuesmcni_./

.uk if you have

Regards,
NFSCo CIC Administration

Please Visit Wi
be Informed Policy.

o
nfsco.co.uk for our latest Terms and copditicns, Privacy and Right te
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- Forwarded message -—-——

From: "Angela Bateman" <angela bateman @tarffvallev co uk>
Date: Wed, Aug 7, 2019 at 7:10 PM +0100

Subject: Account
To:" *

We need to update your details in our system.  If you do not do this by 30 days we will remove you from
our system,

To update your details click here www tarffvallev-details cop and enter your bank detail where requested,
Regards,
Tarff Valley Ltd,

IMPORTANT NOTIC mail messageds intended to be received only by persons entitled to receive
the confidentjal-nform Frayconfai thail messages to clients of Tarff Valley Ltd may contain
confidential(and legally privileged. Pkas ot read, copy, forward, or store this message unless you are

at of g Gve received this message in emor, please forward it to the sender and
delete it completely from your computer system.

FARM
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Preventing Phishing E R

* Always be suspicious

« Don’t multi-task

* Never enter your information
in response to an email request

 Ifin doubt — verify by phone

» Don’t use links in email to access systems e.g. banking
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Secure Website »Jtd service o]t service

« If you visit a website (https) with a green
‘secure website’ bar and padlock, click on the
padlock.

+ It should show the name of the organisation.

e e —

W BARCLAYS

Updated cookies policy - you'll see this mess
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Malicious software - includes viruses, trojans, worms or any

Malware

code or content that could have an adverse impact on an

organisation or individuals. (NCSC)
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* Viruses

— Programs which can self replicate and are designed
to infect legitimate software programs or systems.

+ Trojan
— A Trojan horse or Trojan is a type of malware that is
often disguised as, or in, legitimate software. Trojans
can be employed by cyber-thieves and hackers trying
to gain access to users' systems.
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Types of Malware E SEMCE
* Ransomware

— Atype of malware, designed to deny access to a
computer system or data until a ransom is paid.
Ransomware typically spreads through phishing
emails or by unknowingly visiting an infected website.
Ransomware can be devastating to an individual or
an organisation.
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— ldentify important data, files and documents and back
them up reqularly

Avoiding Malware

» Backup Data

— Ensure the backup device is not permanently
connected to the network

— Consider using the cloud
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+ Install anti-virus software from legitimate
sources

» Update programmes and apps — use
automatic update if possible

» What version of Windows do you have?
+ Switch on the Firewall

Avoiding Malware

Internal Private Network

- Internet

< Alowed Traffic
=
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Using Public Wifi

» Beware of open wifi!

+ Alternatives — 4G wireless hotspot from
phone
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Summary
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» Keep your devices safe

— Enable password or other recognition systems

— Configure your device so it can be remotely tracked /
locked / wiped if lost or stolen

— Keep software and apps up-to-date
» use automatic update

— When sending sensitive data don’t use a public
network

— Replace devices that are no longer supported by the
manufacturer
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* Use passwords

— Use encryption products on PCs and laptops

— Enable PIN / Password / Fingerprint recognition
— Avoid predictable password / PIN

— Change default password / PIN

— Consider using a password manager

— If available - use Two Factor Authentication (2FA) for
sensitive information
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Be aware of Malware

* Malware can be introduced in a number of ways

» Use anti-virus software and keep it up-to-date

« Where possible use automatic update on apps,
operating systems and programmes

* Be suspicious of emails from unexpected sources —
authenticate before opening any attachments or links

[ - FARM
H H ADVISORY
First Aid DI [Pty

Do you know who you would contact?
At the bank?
Computer specialist?

If your computer is compromised then knowing
what to do, in the right order, is important. This
is a specialist job. Make sure you know who
you will phone/where you will take it!
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+ Disconnect from the internet immediately.
Pull out plug from router too.

» Contact the bank.

+ Tell your friends and colleagues to beware of
suspicious messages.

+ Contact a computer specialist.
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HM Revenue
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British Cattle

Movement Service

WSO KTRAGERBILITY
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Agenda ] e
What & where is the risk?
Protecting yourself: passwords
Phishing
Malware
Fraud
First Aid
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1858 — installation of cable from Newfoundland and Ireland
completed.

1971 — USSR uses underwater cables to communicate
between naval bases.

This ‘New’ Internet
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Cyber crime is any crime where computers or
technology is involved. Often featuring:

Cyber Crime

Criminals intercepting an email chain

Criminals pretending to be legitimate
businesses selling things

Criminals pretending to be your bank
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Hackers
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Where does the greatest =459 Apvisory Passwords =4y Apvisory
weakness lie? =dldl service 2 1td service

+ Protect your device and sensitive

e data with a password =
bank N o
e : » Computer il

x‘ ~$g > Tablet
. » Laptop
» Mobile \\/
ISP: Internet Service Provider
[ ] = Dt [ ] = Dt
™ FARM ™ FARM
. ADVISORY f) ADVISORY
Password Bingo I service How are Passwords Cracked?[>Yd ccrvice

Interception

Brute Force

123456’ as “Your Date of ‘Password’ as
your Password  Birth’ as your your Password
Password
Use the same  Added a Shared your
password on number to the password with
multiple end of an old someone
accounts Password.
[ | p5od D<[ftes p5od D<[ftes
[ FARM [ FARM
ADVISORY ADVISORY
How are Passwords Cracked?[sId] service Common Passwords s 4 <crvice
Searching password 666666
B Stealing 123456 123123
f_ sunshine monkey
= % qwerty charlie
princess |@#$%"&amp;*
) o admin aa123456
Social Engineering welcome donald
Key Logging abc123 querty123
football password1
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Complex Passwords
Gl@asg3
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Passwords - Safer Methods

™ FARM
ADVISORY
B SERVICE

Think Three Random Words
» embark jewel neuron
» Game of thrones
» my fluffy dog
» du5ky mysterious c@det

Think Random!
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Passwords Safety

e Strong unique passphrase for
every account

e Use a security tool to help you
store and create passwords
securely. - Password Manager

Scottish Government

> N
i e =;

Riaghaltas na h-Alba
jov.scot

™ FARM
ADVISORY
» SERVICE

2FA = Two Factor Authentication

e m Enter Code
aseass —_— — @
1oGIN

Increasing Security

Theuser entersin
their username and
password.

Anauthentication
codeis sent to the

user's mobile device.

The user enters in their
authentication code tolog
into the application.
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Next steps

» 3 word passphrase
» Use a password manager
- Turn on 2FA

https://lwww.ncsc.qov.uk/

https://www.getsafeonline.org/

https://lwww.cyberaware.gov.uk/
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Phishing is a type of
fraud where criminals
use fake emails or
website  to  obtain
personal information
and/or to get people to
pay money.
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+ Sign-in / log-in details for a website
— Email account
—Bank
—PayPal
— Other websites

Phishing for what?

* Transmit malware

Scottish Government
Riaghaltas na h-Alba
gov.scot

3 N
< shc (>

Phishing
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» The ‘bait’ is a seemingly legitimate email
asking you to provide some information.

Byoaee
Most fishing involves setting

many lines in the hope that
at least some fish ‘bite’.
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Income Tax rates and Personal Allowances

Phishing Bait

Dear TaxPayer
Unusual You are sligible to receive a refund of up to 425.58 GBP.

In order to de 5o, you are reguired to submit an official claim application using the
information you have registorod with us

Claim your tax

Note:

If you will not eomplete the rafund form now , you will Ret be able to elaim your annual tax
rofund onlina

HMRC Customer - Secured E-mail -

Best Regards, Luke Sullivan.

Why you got this email

You registered for a refund Govemmont Gatewsy.

From HMRC Govemment Gateway
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"
Arran Amazing Farmers

A friend has recommended you join Arran Amazing Farmers 10 recerve @ 25% descount on wabe: s
Clck on Lo b0 ol bk

Click here to update your detaits and recemve your voucher on www aranamaringtas
Kind regards

Jm
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Detecting Phishing ﬁ e
* Look for things which are a bit odd

— Incorrect email addresses

—Grammar and spelling

—Inconsistencies

—Unlikely scenarios
* |s there a sense of urgency?
* Do they fail to address you personally?
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Fi accounts@mccaskiesfam ies couk>
Date: Mon, Sep A U0
Subject: from McCaskie's

o< >

Dear Valued Customer,

Please find actached your Invoice

This is an automavically generated email.

Please DO NOT reply to this address as it is not monitored.

If you do wish to comtact che sender, please use the contact details provided in the
attachment.

This e-mail is strictly confidential and intended solely for the person or
organisation to whom it 15 addressed. If you are not the incended recipient, you

not CopY AT Or use it for am pose, nor disclose other
rson. Pleass notify u. e-mail or by e F umber.

McCaskie Farm Supplies.
McCaskie Ltd trading as McCaskie Farm Supplies is & company registersed in

Regist ingkerse Industrial

Estete,

d Number SC032224.Registered Office:
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From: <TPS_NFSCo@nfsco.co.uk>

Date: Sun, Sep 1, 2019 at 5:05 AM +0100
Subject: Documents from NFSCo - 210798
To: < >

Atctached are documents from NFSCo CIC,

Flease contaft, )the helpiipe on 01335 32001% o email supportdn
any queries &z—éuesmcni_./

.uk if you have

Regards,
NFSCo CIC Administration

Please Visit Wi
be Informed Policy.

o
nfsco.co.uk for our latest Terms and copditicns, Privacy and Right te
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- Forwarded message -—-——

From: "Angela Bateman" <angela bateman @tarffvallev co uk>
Date: Wed, Aug 7, 2019 at 7:10 PM +0100

Subject: Account
To:" *

We need to update your details in our system.  If you do not do this by 30 days we will remove you from
our system,

To update your details click here www tarffvallev-details cop and enter your bank detail where requested,
Regards,
Tarff Valley Ltd,

IMPORTANT NOTIC mail messageds intended to be received only by persons entitled to receive
the confidentjal-nform Frayconfai thail messages to clients of Tarff Valley Ltd may contain
confidential(and legally privileged. Pkas ot read, copy, forward, or store this message unless you are

at of g Gve received this message in emor, please forward it to the sender and
delete it completely from your computer system.

FARM
b~
Preventing Phishing E R

* Always be suspicious

« Don’t multi-task

* Never enter your information
in response to an email request

 Ifin doubt — verify by phone

» Don’t use links in email to access systems e.g. banking
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Secure Website »Jtd service o]t service

« If you visit a website (https) with a green
‘secure website’ bar and padlock, click on the
padlock.

+ It should show the name of the organisation.

e e —
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Updated cookies policy - you'll see this mess

Scottish Government
Riaghaltas na h-Alba
gov.scot

MALWARE

Scottish Government
Riaghaltas na h-Alba
gov.scot

3
SAC




25/10/2019

™ FARM
ADVISORY
» SERVICE

Malicious software - includes viruses, trojans, worms or any

Malware

code or content that could have an adverse impact on an

organisation or individuals. (NCSC)
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* Viruses

— Programs which can self replicate and are designed
to infect legitimate software programs or systems.

+ Trojan
— A Trojan horse or Trojan is a type of malware that is
often disguised as, or in, legitimate software. Trojans
can be employed by cyber-thieves and hackers trying
to gain access to users' systems.
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* Ransomware

— Atype of malware, designed to deny access to a
computer system or data until a ransom is paid.
Ransomware typically spreads through phishing
emails or by unknowingly visiting an infected website.
Ransomware can be devastating to an individual or
an organisation.
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— ldentify important data, files and documents and back
them up reqularly

Avoiding Malware

» Backup Data

— Ensure the backup device is not permanently
connected to the network

— Consider using the cloud
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+ Install anti-virus software from legitimate
sources

» Update programmes and apps — use
automatic update if possible

» What version of Windows do you have?
+ Switch on the Firewall

Avoiding Malware

Internal Private Network

- Internet
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Using Public Wifi

» Beware of open wifi!

+ Alternatives — 4G wireless hotspot from
phone
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» Keep your devices safe

— Enable password or other recognition systems

— Configure your device so it can be remotely tracked /
locked / wiped if lost or stolen

— Keep software and apps up-to-date
» use automatic update

— When sending sensitive data don’t use a public
network

— Replace devices that are no longer supported by the
manufacturer
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* Use passwords

— Use encryption products on PCs and laptops

— Enable PIN / Password / Fingerprint recognition
— Avoid predictable password / PIN

— Change default password / PIN

— Consider using a password manager

— If available - use Two Factor Authentication (2FA) for
sensitive information
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Be aware of Malware

* Malware can be introduced in a number of ways

» Use anti-virus software and keep it up-to-date

« Where possible use automatic update on apps,
operating systems and programmes

* Be suspicious of emails from unexpected sources —
authenticate before opening any attachments or links
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Do you know who you would contact?
At the bank?
Computer specialist?

If your computer is compromised then knowing
what to do, in the right order, is important. This
is a specialist job. Make sure you know who
you will phone/where you will take it!
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+ Disconnect from the internet immediately.
Pull out plug from router too.

» Contact the bank.

+ Tell your friends and colleagues to beware of
suspicious messages.

+ Contact a computer specialist.
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